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AVI sequence : attack + vulnerability! intrusion ! error ! failure

Intruder/
Designer/
Operator

vulnerability
(fault)

Intruder

attack
(fault)

intrusion 
(fault)

error failure

Hence: attack + vulnerability ! intrusion ! error ! failure

A specialization of the generic “fault,error,failure” sequence
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!sequence : attack + vulnerability! intrusion! failure

Intruder

attack
(fault)

intrusion 
(fault)

error failure

attack 
prevention

vulnerability
prevention

intrusion 
prevention

vulnerability
removal

Intruder/
Designer/
Operator

vulnerability
(fault)
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! to be studied in this course …

Intruder/
Designer/
Operator

vulnerability
(fault)

Intruder

attack
(fault)

intrusion 
(fault)

error failure

attack 
prevention

vulnerability
prevention

intrusion 
prevention

intrusion 
tolerance
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“Plan B” after intrusion
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Attack that exploits the vulnerability

Vulnerability
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Attack that exploits the vulnerability

Vulnerability
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! F2$0&'.,2%$,)#0(2-#%8#1.-#B%#00,0%/0,-#''.2?34('*.2?

! Y,1#0(?#B%'#4(2$.-'%,6%/0,$,-,)%6&2-$.,2'H%&28#0)9.2?%
4,8#)%(''&4/$.,2'H%0#'.).#2-#%,6%KKZ

A lic e B o b

P au l

T re n t
(A d ju d ica to r,

A rb iter,
C ertif. A uth )

T rusted-Th ird -P arty  P ro toco l
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! Y,1#0(?#B%'#4(2$.-'%,6%/0,$,-,)%6&2-$.,2'H%&28#0)9.2?%4,8#)%
(''&4/$.,2'

A lice B ob
Self-Enforcing Protocol

Luisa

Paul
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